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Background

• This module covers topics from cybersecurity scenario 
development using the Lockheed Martin’s Kill Chain, Advanced 
Persistent Threats (APTs) and MITRE ATT&CK, 

• The learning components are based on those found in the 
National Institute of Standards and Technology (NIST) Special 
Publication (SP) 800-61 r2 

• This material was initially developed by Guillermo A. Francia, III, 
Ph.D.and Gregory A. Hall, Ph.D. at the Center for Cybersecurity at the 
University of West Florida

• Dr. Rao attended a Faculty Development Workshop in 2022 where this 
material was covered.

• Dr. Rao has adapted this material and added some of his own content 
and perspectives.



Attack.mitre.org



https://attack.mitre.org/resources/getting-started/





https://attack.mitre.org/resources/working-with-attack/



https://mitre-attack.github.io/attack-navigator/









Cyber Kill Chain, APTs, and 
MITRE ATT&CK

• The following material was developed by Dr. Hall at University of 
West Florida



Cyber Kill Chain

• The term kill chain is a military concept related 
to the structure of an attack; consisting of 
target identification, force dispatch to target, 
decision and order to attack the target, and 
finally the destruction of the target

• https://en.wikipedia.org/wiki/Kill_chain

• Developed by Lockheed Martin, the cyber kill 
chain framework identifies what the 
adversaries must complete in order to achieve 
their objective

• https://www.lockheedmartin.com/en-
us/capabilities/cyber/cyber-kill-chain.html 

https://en.wikipedia.org/wiki/Kill_chain
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html


Advanced Persistent Threat

• Cyber attacks occur at varying levels of 
sophistication and skill

• Targets of opportunity based on detected 
vulnerability

• Personally motivated attacks against individuals 
and organizations

• Short duration data theft

• Advanced Persistent Threat (APT)
• Sophisticated attacker, carefully chosen target

• Longer duration taking steps to avoid detection



Advanced Persistent Threat 
(APT)

• Advanced
• Targeted

• Coordinated

• Purposeful

• Persistent
• Month after Month, Year after Year

• Threat
• Person(s) with Intent, Opportunity, and Capability



Cyber Kill 
Chain
The Lockheed Martin Cyber 
Kill Chain consists of seven 
mission stages

1. Reconnaissance

2. Weaponization

3. Delivery

4. Exploitation

5. Installation

6. Command & Control (C2)

7. Actions on Objectives



Reconnaissance

• An adversary must determine when, where, 
and how to attack a target

• Attack surface refers to the areas accessible to 
the adversary for targeting

• Reconnaissance is the stage of an attack 
where the adversary identifies the attack 
surface

• Network topology scanning

• Email address collection

• Dumpster diving



Weaponization

• The next stage in a cyber attack, after the 
attack surface is defined, involves crafting a 
cyber ”weapon” meant to breach the attack 
surface

• Reconnaissance might detect an accessible server 
with a known vulnerability, an existing exploit could 
be used in this stage

• A zero-day vulnerability might be available to the 
advanced threat actor

• The result of weaponization is the development of a 
payload to use in the attack



Delivery

• At this stage, the adversary has identified an 
aspect of the attack surface to target and 
crafted a payload to deploy against the target

• Delivery is the stage involved in delivering the 
payload to the target

• Email phishing attack

• Drive-by download

• Infected media

• Insider threat



Exploitation

• Upon successful delivery of the payload to the 
target, the payload must then be triggered 
against the attack surface

• Successful payload deployment (weapon 
impact) will exploit the vulnerability and 
compromise the target environment

• Execute code on victim’s system

• Stage 1 malware of an APT

• For non-persistent attacks, this may be 
sufficient (cyber vandalism)



Installation

• An APT seeks persistence, so the initial 
payload has a goal of establishing long-term 
presence in the target environment

• The stage 1 malware (initial payload) often 
reaches back to the adversary after successful 
exploitation for a more sophisticated stage 2 
agent

• Stage 1 receives the stage 2 agent and installs 
it in the target environment and then typically 
attempts to delete itself



Command & Control (C2)

• Upon installation of the malware, the adversary 
has now established a persistent presence 
within the target environment

• This usually involves opening a channel of 
communication back to the adversary to 
receive additional commands and instructions

• Remote Administration Tools (RAT)

• These C2 systems typically hide their 
communications in common protocols and 
normal looking traffic



Actions on Objectives

• This is the stage of a cyber attack where the 
adversary begins to achieve their goal on the 
target

• Spying on target activities

• Stealing intellectual property

• Data corruption, destruction, misrepresentation

• Crypto-mining

• Botnet creation

• Launching attacks on other targets



MITRE ATT&CK Frameworks

• MITRE developed ATT&CK frameworks as a 
more technically detailed characterization of 
cyber attacks

• Adversarial Tactics, Techniques, and Common 
Knowledge (ATT&CK)

• There are three high-level frameworks
• Enterprise, Mobile, ICS

• The stages of cyber attacks are very similar to 
the kill chain, but ATT&CK breaks some stages 
into multiple options and gets into specifics 
about “how” to perform a stage



MITRE ATT&CK Matrix for 
Enterprise

• PRE*

• Reconnaissance

• Resource Development

• Initial Access

• Execution

• Persistence

• Privilege Escalation

• Defense Evasion

• Credential Access

• Discovery

• Lateral Movement

• Collection

• Command and Control

• Exfiltration





Tactics, Techniques, and 
Procedures (TTP)

• A TTP defines “how” an adversary might go 
about accomplishing a cyber attack stage

• A Tactic is the highest-level description of this 
behavior

• Techniques give a more detailed description of 
behavior in the context of a tactic

• Procedures are an even lower-level, highly 
detailed description in the context of a technique



Stages and 
TTPs
Beneath each stage in the 
framework is a list of 
techniques an adversary 
might use to accomplish the 
stage

Each technique is hyper-linked 
to a detailed page explaining 
that technique

Techniques have IDs and 
often associated sub-
techniques



T1590
Gather Victim Network Info



T1590.004
Network Topology



Cybersecurity Scenario 
Development

• How do I use this to build a relevant and 
realistic cybersecurity scenario?

• How do I use this to build a hands-on 
laboratory exercise?



Cyber Threat Missions



Cyber Mad Libs

A  ________________ launches a _________________ against __________________ .  During the 

________________ stage, the _________________ performs _________________ that affects 

__________________ and results in _________________________.  Approximately 

____________

later, the __________________ stage begins, which is performed by ________________________

happening to ______________________ leading to ______________________ being seen.

Adversary type Mission type Target organization

Mission stage Adversary type Tactic

Resource Indicator of Compromise Time interval

Mission stage Tactic

Resource Indicator of Compromise



Cyber Story Telling

• Scenario design can begin by selecting the 
most important element and adding additional 
details

• I want a ransomware scenario, now I need to 
consider who would be targeted by the ransom and 
who the bad actor might be.

• I want a scenario attacking critical infrastructure, 
who might attack them and what would their goal 
be?

• I want a scenario involving a nation state adversary 
seeking to steal intellectual property.  Who would 
they target and how would they proceed?



Cyber Story Telling

• The chapters of our cyber story are the stages 
of the kill chain

• The protagonist is the target of the attack, the 
antagonist is the adversary

• The type of adversary determine the motive of 
the antagonist, which drives the type of mission 
and the kinds of actions that occur in the story

• What the protagonist experiences and 
witnesses get explained in terms of indicators 
of compromise in their environment



Adversary Types

• Cyber adversaries are 
typically categorized as threat 
actors or threat groups

• The different groups are 
characterized by their level of 
sophistication and their goals

• Understanding the 
motivations of the adversaries 
helps us to understand what 
they want to accomplish and 
what they may target for an 
attack

Source: Canadian Centre for Cyber Security

https://cyber.gc.ca/en/guidance/cyber-threat-and-cyber-threat-actors



Mission Types

• Cyber Threat Actors can engage in a number 
of missions

• Identity theft

• Financial loss

• Intellectual property theft

• Reputation damage

• Data loss

• Loss of privacy

• System damage

• Personal harm

• Misinformation and Disinformation

Source: Mohamed Hassan / Pixabay



Threat 
Intelligence

https://cve.mitre.org/

A database of publicly 
documented vulnerabilities 
and exploits

Each entry is given a unique 
number

Log4j is CVE-2021-45105

Description

References

Links to the National 
Vulnerability Database (NVD)

https://nvd.nist.gov/ 

https://cve.mitre.org/


Threat 
Intelligence

https://otx.alienvault.com

The community creates pulses

Each pulse gets a unique ID

The pulse can provide a 
variety of data in addition to 
IoCs

Description

Reference

Adversary group

Target

MITRE ATT&CK IDs

https://otx.alienvault.com/


It is downloaded here NIST.SP.800-61r2_Incident_Handling_Guide.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf



Pg. 19



Example: Guidelines for engaging with the media



Pg 32:

NOTE: Tripwire is a Linux tool to do automatic checking of hash values of files to see if 
they were changed. It is now freely available as part of  AIDE (advanced intrusion 
detection environment).



Best practices for incident analysis (a sample)

Keep All Host Clocks Synchronized. Protocols such as the Network Time 

Protocol (NTP) synchronize clocks among hosts.

Event correlation will be more complicated if the devices reporting

events have inconsistent clock settings. From an evidentiary standpoint, it is 

preferable to have consistent timestamps in logs—for example, to have three logs 

that show an attack occurred at 12:07:01 a.m., rather than logs that list the attack 

as occurring at 12:07:01, 12:10:35, and 11:07:06. 

Use Internet Search Engines for Research. Internet search engines can help 

analysts find information on unusual activity. For example, an analyst may see 

some unusual connection attempts targeting TCP port 22912. Performing a search 

on the terms “TCP,” “port,” and “22912” may return some hits that contain logs of 

similar activity or even an explanation of the significance of the port number. 

Profile Networks and Systems. Profiling is measuring the characteristics of 

expected activity so that changes to it can be more easily identified. Examples of 

profiling are running file integrity checking software on hosts to derive 

checksums for critical files and monitoring network bandwidth usage to

determine what the average and peak usage levels are on various days and times 



Use of practical scenarios to motivate students

Search for “Mitre attack navigator”



Catalog of different attack scenarios and techniques used in attacks





https://attack.mitre.org/techniques/T1595/





APT = advanced persistent threat





https://www.picussecurity.com/resource/blog/emotet-
technical-analysis-part-2-powershell-unveiled



If you search on the lens, type in apt28. Then go to threat groups, and it shows APT28. It then 
shows you in blue all the methods used in APT28 





1. This is a complex tool. You can assign scores, and then keep track of 
things.

2. There are also weblinks to different techniques used in that attack.

3. You can also find procedures, tactics, goals, techniques

4. Tactics, goals, techniques, procedures etc ….

5. You can look for network sniffing, emotnet etc. This will take you to 
the mitre website for further details, e.g. 
attack.mitre.org/software/S0367





https://www.picussecurity.com/resource/blog/emotet-
technical-analysis-part-1-reveal-the-evil-code



https://www.picussecurity.com/resource/blog/the-christmas-
card-you-never-wanted-a-new-wave-of-emotet-is-back-to-
wreak-havoc

https://www.picussecurity.com/resource/blog/emotet-technical-analysis-part-2-powershell-unveiled



You can create different layers in the Mitre tool.
Each can be colored differently. So you can get an overall birds eye view of what attacks are happening.
You can assign them different scores as well.
All this gets very complicated! But also very interesting.

Suppose APT3 and APT28 are targeting your company.
They you color code these threats and find out what is in common between these two threats.
Then you should allocate more resources to protect your company based on what is common.
That is one use case.

APT = Advanced Persistent Threat



You can color different layers using this palate.. For instance, you could have threats colored according to the MITRE threat kill chain. Then, one use case is if you are in a triage stage, you 
can go after the ones with the most risk (ie at the most advanced penetration stage).
Another use case is that you want to prevent future attacks. In this use case, you will go after the early stages, ie reconnaissance etc. If you cut off those jobs, you will prevent future 
attacks.



1. The framework itself is very powerful.
2. This is part of an open source movement. The threats and the landscape 

are constantly updated.
3. What is the use of the APTs, e.g. APT2? 

1. Organizations like banks will make sure that they are robust with 
respect to the threats in APT2.

2. It is the job of their security analysts to protect their systems.
3. You need to make sure that at least for the known attack strategies 

you have created an adequate defense.

4. Many attackers use a group of common techniques – they have their own 
signatures. That is how the Bangladesh bank attack was traced to North 
Korea – there were several common techniques that they used together in 
that attack.

About Mitre.org and the att&ck framework



1. A hacker could steal your file and put it on the internet. 
If you had computed the SHA256 hash of this file on 
your system, you can compare it with the hash of the 
file on the internet.

2. If they are the same, you know that it is the same file 
that was stolen from you!

3. This is another reason why storing the SHA256 values 
of your files is a best practice (as mentioned earlier).

Exfiltration



GO here: Create New 
Layer,
And then Enterprise.

Search for “Mitre attack 
navigator”



Click here and give this layer a name, e.g. 
tabletop.



Select platforms here; select 



Select PRE and Windows. 



Go through these techniques 
….

Here we are developing an attacker scenario.
It is just about attack, attack, attack.
We are emulating the attacker.
The attacker leaves some indicators of the attack.
The students have to figure out how to find out those
Indicators and trace what happened during the 
attack.
(indicators of compromise)



Right click on Active scanning. And view 
technique.

https://attack.mitre.org/techniques/T1595/





Let us try to look at APT28 and 
Dragonfly



https://www.youtube.com/watch?v=pcclNdwG8Vs



Search for apt28 and then select view 
here.



Use this to color your selection



Use this to give a score



I have one layer called the dragonfly_layer



I decided to create another layer, APT28_layer. Use the + sign here. The layer is now colored in red. 



Give it a score, say 2







To combine layers, do this: select some domain 
here.



Then create your score expression: 
a+b



Go to the bottom and 
create.



You get this for APT28 and dragonfly.



A template to conduct the analysis

See next slide for an expanded view



First row of the spreadsheet



Type “network sniffing” here. Then click on 
this.



Click here. Go to next 
slide





They are continuously changing and improving nmap



https://www.verizon.com/business/resources/reports/dbir/

2023-data-breach-investigations-report-dbir.pdf

Keeping up to date: Read this annual report







https://www.techtarget.com/whatis/feature/Log4j-explained-Everything-you-need-to-know



What is the Log4j exploit?

Log4j didn't get much attention until December 2021, when a series 

of critical vulnerabilities were publicly disclosed.

The Log4j exploit began as a single vulnerability, but it became a 

series of issues involving Log4j and the Java Naming and Directory 

Interface (JNDI) interface, which is the root cause of the exploit.

CVE-2021-44228

The initial vulnerability in Log4j is known as CVE-2021-44228. It was 

first reported to the Apache Software Foundation by Chen Zhaojun of 

Alibaba Cloud Security Team on Nov. 24, 2021. The Log4j 

development team had a fix for the issue by Dec. 6, but the project 

didn't publicly disclose the presence of a high-impact security flaw.



1. Why the urgency to mitigate and remediate Log4j vulnerability?

It is critical that organisations take immediate actions to identify 

systems with the Apache Log4j vulnerability, implement mitigation 

measures, continually monitor, and remediate them. The initial Apache 

Log4j vulnerability on 9 Dec 2021, which was assigned a maximum 

CVSS (common vulnerability scoring system) score of 10, led to 

massive reconnaissance and exploitation activity by threat actors 

leveraging the bug.

The wide use of the Apache Log4j framework in many software 

applications and services, coupled with the ease of exploit, has led to 

many successful exploits such as data exfiltration, malware injects, 

botnets and ransomware deployments.

https://www.computerweekly.com/news/252512071/Top-three-questions-about-the-Log4j-vulnerability

https://www.techtarget.com/whatis/feature/Log4j-explained-Everything-you-need-to-know
https://www.computerweekly.com/news/252459292/Many-firms-unaware-of-data-exfiltration-threat
https://www.computerweekly.com/news/252504676/Ransomware-attacks-increase-dramatically-during-2021


Conclusion
• The Mitre att&ck framework is a powerful tool to 

capture the techniques used for cyberattacks

• The tool is regularly updated and allows users to 
examine patterns used in different attacks

• Organizations need to be prepared to keep their 
systems secure. The tool assists in modeling and 
analysis

• Along with the Verizon Data Breach Report that is 
issued annually, organizations can stay in a constant 
state of alert as the threat landscape is continuously 
changing
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