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Talk outline:

• Overall context of higher education in the US

• Context of the technology industry and the drivers of change

• Specific issues in cybersecurity

• How to improve the catchment and retention of students

• What about teachers/faculty?

• Future opportunities and challenges

• Solutions: what can we do:

• Outreach

• High school projects

• Cyber competitions

• Mentors/coaches

• Lots of money is required!!

• Scholarships for students

• Faculty grants (like what I received)



First, the higher education landscape in the US.

Top Tier Institutions

Middle Tier Institutions

Lower Tier Institutions

https://bdataanalytics.biomedcentral.com/articles/10.1186/s41044-019-0040-9

~4000 colleges

Higher ranked private colleges 

usually charge more



https://www.nytimes.com/2022/06/01/business/corinthian-student-loan-forgiveness.html

Everest College-City of Industry in California, part of Corinthian 
Colleges, in 2015, the year the chain closed.Credit...Al Seib/Los 
Angeles Times via Getty Images

Lower Tier Universities

• Many of these are for-profit private colleges

• All students are eligible for loans

• No background checks on students or the university

• Accreditation is not necessary, and standards vary widely



Other points to consisder about education

⚫ Standardized testing is being eliminated gradually (especially at the 
bachelors level college admissions)

⚫ Student quality varies widely

⚫ Degree quality varies widely – a B.S. from MIT is not the same as a B.S. 
from a low-tier college

⚫ Employers understand the situation
• They have their own tests during selection/interviews

⚫ STEM education pipeline is low 

⚫ Other factors:
• Outsourcing

• Jobs outlook: many unfilled positions, but many applicants also! Why are candidates 
not getting jobs? 

• AI/automation: stokes fear of getting into the IT sector 

• Job pool influenced by large number of foreign students on temporary work visas 
(Optional Practical Training)



Workforce issues

⚫ New collar workforce (ie workers who do not have a college degree)

⚫ US workforce needs to be elastic: scale up when necessary and scale down 
if required (e.g. dot com crash, 2008 financial crisis).

⚫ Increasing diversity of the talent pool, especially domestic US students



https://www.rti.org/publication/missing-millions/fulltext.pdf



Cyberscurity issues

⚫ Foreign workers cant get security clearance or work for US government 
easily

⚫ Hence native US pool needs to be increased

⚫ Reluctance to join cybersecurity 
• Intimidating

• Job may not be considered “creative” enough

• Significant skills required

⚫ US Government solution:
• Establish CAE institutions

⚫ Private industry solution:
• Offer certificate courses, sometimes free

• Online courses, e.g. coursera



https://cybersecurityguide.org/resources/centers-of-academic-excellence



K-12 school

2-year college

All 4-year colleges

Independent credentialing (micro degrees, 

online courses, bootcamps, certifications)

Comp Sci Degrees Masters Degrees 

Bridge programs (e.g. at NYU)

Many pathways in the U.S. to skilled jobs in computing, including 

cybersecurity



➢ Cyberattacks
○ Many recent attacks are emerging from vulnerabilities in IoT 

devices, e.g. Mirai, Dyn DDoS attack
○ IoT attacks increased by 280% in the first half of 2017 (F5 labs 

report). 
○ Atlanta and other cities attacked in 2018
○ Ethical quandaries: do cities pay a ransom?

Background



“Amid a spate of high-profile leaks of personal 
information, consumers are growing numb to 
them and complacent about their security”



https://www.npr.org/2022/09/07/1121422336/a-cyberattack-hits-the-los-angeles-school-

district-raising-alarm-across-the-coun

The attack on the Los Angeles Unified School District sounded alarms across the country, from urgent talks 
with the White House and the National Security Council after the first signs of ransomware were discovered 
late Saturday night to mandated password changes for 540,000 students and 70,000 district employees.

So far this year, 26 U.S. school districts — including Los Angeles — and 24 colleges and universities have been 
hit by so-called ransomware, according to Brett Callow, a ransomware analyst at the cybersecurity firm 
Emsisoft.



➢ Opportunities
○ Improve student recruitment into the desired fields, e.g. 

STEM/Cybersecurity
○ We can better integrate course offerings to serve students
○ Utilize newer technologies to make learning more efficient for 

students (e.g. online, MOOCS etc)
○ Rapidly scale up the solutions that work

➢ Challenges (broad)
○ Recruitment of a diverse set of students is hard
○ There is significant variability in student backgrounds, 

especially at the graduate level
○ Student motivation/retention/graduation rates could be 

improved at second/third tier universities



➢ Challenges (specific to security)
○ How can students be taught a security mindset?
○ How can we bridge the gap between high-level concepts 

and working at lower levels, e.g. physical hardware?
○ What is an efficient way to provide hands on-experience 

with IoT devices?
○ How can universities restructure their courses fast 

enough?



Specific Aims

Can we introduce better interventions in the early college 
years to improve student engagement and performance?

How do we deal with students from different backgrounds, 
e.g. Electrical Engineering vs. Computer Science

•  CS Students may not know bread-boarding

•  EE Students may not know operating systems/computer 
networking

How do we provide hands-on learning?

• MOOCs can provide theoretical knowledge, but typically 
fail in lab work



Approach
➢ Utilize an existing Masters level course, Embedded 

Systems

➢ Use the Raspberry Pi to provide hands-on learning

➢ Desirable features including low cost, multiple I/O 

ports, GPIO pins

➢ Allows easy bread-boarding

➢ Also ideally suited for cybersecurity training as 

vulnerable software can be installed without worries 

(safe sandbox)

➢ This helps create an engaging and integrated class/lab 

experience



Course Design

⚫ We started with a graduate level course, 
EENG7709 Embedded Systems offered to 
M.S. students in Electrical/Computer 
Engineering

⚫ The course previously taught theoretical 
concepts 
• Sensory data acquisition & processing

• Processor architecture

• Concurrent programming

• Inter-process communication

• Combined with a lab using the ARM Processor

⚫ Originally C/C++ based using ARM processors 
and Keil Development tools



Course Design (contd)
⚫ Additional content was introduced as follows 

• 4 week introduction to Python using zyBooks online 
platform

• 2 week introduction to basic Linux operations

• 1 week for basic usage of Raspberry Pi with network 
connectivity

• 1 week to understand basic networking and firewalls 
(IP Tables)

• 1 week to understand a simple application: 
continuous temperature sensing

Student Demographics in Fall 2017

8 students

5 male, 3 female

7 International students, 1 US student





First Pilot Study: Fall 2017, Embedded Systems Course

Wireshark



Second Lab: Temperature sensing & 
processing

Details:

Rao et al, IEEE STEM Education Conference,

Princeton NJ, 2018



from sense_hat import SenseHat

import MySQLdb

import time

db = MySQLdb.connect("localhost", "root", 

“mysqlpassword”,”database_name") 

cursor = db.cursor()

while True:

try:

sense = SenseHat()

sense.clear()

temp = sense.get_temperature()

temp = round(temp ,1) 

cursor.execute("""Insert into temperature_logger

values(0, CURRENT_DATE(), NOW(),%s)""",

(temp)); 

db.commit()

print ("Data Committed”)    

except TypeError as error:

print (error)

db.rollback()

db.close()

time.sleep(5)



Second Pilot Study

25 students in ENGR3000 

Modern Technologies course

All the concepts are interrelated: Embedded Devices, IoT, Operating Systems, 

Control Systems, Programming, Cybersecurity, Engineering Ethics.

A Device like Raspberry-Pi helps ground all these concepts for students



Integrate areas (usually lacking in current education)

Develop a security mindset



Weave a 

cybersecurity thread 

through the course

Integration of key 

concepts and areas 

is very important





Students were also introduced to iPython Notebooks

Hugely popular in Data Science/AI/Machine Learning

(e.g. Scikit Learn/TensorFlow/Deep Learning)



Key idea

⚫ Take a real-world situation or problem

⚫ Map it into a simple lab exercise

⚫ Have students conduct the exercise and reflect on the implications of their 
experiments



Discussion

⚫ The students were very excited with the hands-on lab

⚫ Many students went and bought their own Raspberry Pi 
after the lab

⚫ The use of zyBooks for teaching Python accelerated their 
learning

⚫ Students developed an understanding of basic firewall 
management

⚫ Students were curious to learn more about databases and 
efficient storage/retrieval of streaming data



Benefit to FDU
A state-of-the art Internet-of-things Laboratory

Quantity Item

25 Raspberry Pi Model 3-B

25 Touch screen displays

25 Wireless Keyboards

25 Wireless Mouse

25 Raspberry Pi Cases

25 Raspberry Pi Cameras

25 Flash memory cards (8GB)

1 Cisco network switch

2 Lenovo Desktop Computers

2 Linksys Wireless Routers

2 Locked cabinets

2 Barcode scanners

4 Fingerprint sensors

2 RFID card readers

4 Pulse oximeters

2 Infra-Red cameras

1 High performance Lenovo Server

2 4TB External storage hard drives Net cost: Around $15,000

1. Stipends to student research assistants

A. A total of 9 students were supported 

over 5 years

B. Approximately $37.5K was provided 

to students for a total of 2500 hours 

of research

2. Multiple publications (see references at 

the end)

Raspberry-Pi with fingerprint 

sensor



Benefit to NSA-CAE Institutions, academic institutions worldwide.

Visit clark.center and set up an account



Use of the CLARK repository

⚫ No need to re-invent the wheel

⚫ Material is better than what you can get on a generic website (quality control 
is difficult). This is produced by CAE institutions and not just individuals.

⚫ You can mix and match and select material to suit your needs



Conclusions: Part 1
⚫ Overall, the Raspberry Pi + Cybersecurity is a great tool to 

integrate knowledge across multiple courses

• Programming languages

• Operating systems

• Databases

• Signal processing

• Control theory

• Security

⚫ Very effective way of teaching students to build Internet-of-
things applications

⚫ Develop a security mindset, be vigilant, and question the 
status-quo

⚫ NOTE: Detailed lab instructions have been prepared and will 
be submitted to the NSA 



Value of bootcamps/immersive coding 

⚫ No need to train students in general-education courses (e.g. 
literature/history etc).

⚫ Targeted training for specific jobs

⚫ Different from the traditional 4-year college model which is very popular in 
the US

⚫ Current bootcamps are more geared towards web-programming, data 
science, machine-learning etc. There is a wider range of jobs in these 
areas.



https://www.chronicle.com/article/just-in-time-for-fall-term-

a-cyberattack-forces-an-entire-colleges-systems-offline/ 

On August 8 the Stevens Institute of Technology noticed “system-access issues” and alerted users to 
what it later called a “very severe and sophisticated” cyberattack. The college disabled its systems 
and networks as a precaution, it said, apparently disrupting a swath of tasks needed to run the 
college: email, payroll, tuition payments, class scheduling, summer course assignments, its virtual 
private network, and more.

https://www.chronicle.com/article/just-in-time-for-fall-term-a-cyberattack-forces-an-entire-colleges-systems-offline/
https://www.chronicle.com/article/just-in-time-for-fall-term-a-cyberattack-forces-an-entire-colleges-systems-offline/
https://www.stevens.edu/news/university-announcements


https://www.healthcareitnews.com/news/hackensack-

meridian-health-pays-after-ransomware-attack

New Jersey’s Hackensack Meridian Health



https://www.cbsnews.com/news/lincoln-college-closes-

ransomware-hackers-illinois/ 

https://www.cbsnews.com/news/lincoln-college-closes-ransomware-hackers-illinois/
https://www.cbsnews.com/news/lincoln-college-closes-ransomware-hackers-illinois/


https://www.nj.com/education/2017/12/rutgers_student_charged_in_series_of_cyber_attacks.html

The 21-year-old former Rutgers computer science major, who 
lives at home with his parents, admitted in a series of pleas 
that stretch from New Jersey to Alaska to helping create 
powerful computer codes, including the "Mirai" computer virus 
that terrorized the internet in 2016

The hackers also made money by renting out the botnet to 
others and by forcing internet hosting companies to pay 
"protection money" to avoid getting hit with cyber attacks, the 
plea agreement said.



https://www.wsj.com/articles/colonial-pipeline-ceo-tells-

why-he-paid-hackers-a-4-4-million-ransom-11621435636



https://www.verizon.com/business/resources/reports/dbir/



There are four key paths leading to your estate: 
Credentials, Phishing, Exploiting vulnerabilities, and 
Botnets. All four are pervasive in all areas of the 
DBIR, and no organization is safe without a plan to 
handle each of them.

https://www.verizon.com/business/resources/reports/dbir/2022/summary-of-findings/

This year ransomware has continued its upward trend with an 
almost 13% rise–an increase as big as the last five years 
combined. It’s important to remember that while ubiquitous 
and potentially devastating, ransomware by itself is, at its core, 
simply a model of monetizing an organization's access. Blocking 
the four key paths mentioned above helps to block the 
common routes ransomware uses to invade your network.

The human element continues to drive breaches. Whether it is the 
use of stolen credentials, phishing or simply an error, people 
continue to play a large part in incidents and breaches alike.



The ISSA Series, Information Systems Security & Assurance, https://www.jblearning.com/cybersecurity



Use of practical scenarios to motivate students

Search for “Mitre attack navigator”



Catalog of different attack scenarios and techniques used in attacks





https://attack.mitre.org/techniques/T1595/





APT = advanced persistent threat





https://www.picussecurity.com/resource/blog/emotet-

technical-analysis-part-2-powershell-unveiled



https://www.picussecurity.com/resource/blog/emotet-

technical-analysis-part-1-reveal-the-evil-code



https://www.picussecurity.com/resource/blog/the-

christmas-card-you-never-wanted-a-new-wave-of-emotet-

is-back-to-wreak-havoc



Purpose of this exploration

• Show real world examples of actual techniques used in 

cyberattacks

• Motivate students to learn skill required in current jobs

• E.g. need to learn shell scripting (Powershell, Linux)

• Learn reconnaissance strategies, e.g. nmap

• Shows students how attacks are generated



Problem: How to reconfigure 

existing courses

• This is institution specific

• Need to work with university administration, general education 

requirements, government controls etc.

• Ensure accreditation requirements are met

• Also work with the industrial advisory board and other external 

agencies

• Ensure there is sufficient demand for the new courses/curricula



Introduction to Python 

(via  interactive 

ZyBooks)

Introduction to Linux

Introduction to basic 

Networking

Introduction to Embedded 

Systems via Raspberry Pi: 

Hands-on labs
Kali Linux on Raspberry Pi: 

hands-on labs on Cyber 

Security for Internet-of-things
Introduction to Cyber 

Security

1.2.1: Integration of Hands-on learning

(Version 1)



Introduction to C++ (via  

interactive ZyBooks)

Introduction to Linux

CSCI3274

Introduction to 

Computer Networking

CSCI3240

Introduction to Embedded 

Systems via Raspberry Pi: 

Hands-on labs Kali Linux on Raspberry Pi: 

hands-on labs on Cyber 

Security for Internet-of-things

Secure IoT
Introduction to Cyber 

Security CSCI3410

1.2.1: Integration of Hands-on learning, Undergraduate Level

Introduction to Java 

(via  interactive 

ZyBooks)

Choice of 

Digital Systems Design 

EENG 2286



C++ (via  interactive 

ZyBooks)

Linux

CSCI7870

Computer Networking

CSCI6731

Embedded Systems via 

Raspberry Pi: Hands-on labs

EENG 7709 Kali Linux on Raspberry Pi: 

hands-on labs on Cyber 

Security for Internet-of-things

Secure IoT

(Graduate Course)Introduction to Cyber 

Security CSCI6738

1.2.1: Integration of Hands-on learning, Graduate Level

Java (via  interactive 

ZyBooks)

Choice of 

Logic Systems Design

EENG 7701





Data Communications 

& Computer Networks

EENG4342

Microprocessor 

Design II

EENG3288

Foundations of 

CyberSecurity 

INFO4410

1.2.1: Integration of Hands-on learning, Undergraduate Level

Digital Systems 

Design EENG 2286

Advanced Engineering 

Programming (C++/Python)

ENGR3000



C++ (via  interactive 

ZyBooks)

Linux

CSCI7870

Computer Networking

CSCI6731

Embedded Systems via 

Raspberry Pi: Hands-on labs

EENG 7709 Kali Linux on Raspberry Pi: 

hands-on labs on Cyber 

Security for Internet-of-things

Secure IoT

(Graduate Course)Introduction to Cyber 

Security CSCI6738

Integration of Hands-on learning, Graduate Level

Java (via  interactive 

ZyBooks)

Choice of 

Logic Systems Design

EENG 7701

Many such configurations are 

possible



Agata D, Besari AR, Wibowo IK, Putri BC. Syllabus 

Design for Computer Extracurricular Based on Internet of 

Things. Beyond Words. 2018 Nov 30;6(2):88-101.



clark.center: the largest repository of free cybersecurity related 

courseware, funded by the National Security Agency, USA

https://youtu.be/wXlZZjq0lDo



Search for Embedded Systems at clark.center. You will see courses developed 

by Ravi Rao





A.R. Rao, A. Elias-Medina, “Designing an 

internet-of-things laboratory to improve student 

understanding of secure IoT systems”, Journal 

of Internet of Things and Cyber-physical 

Systems, Elsevier Publishers, to appear in 

October 2023. 





Challenges in changing curricula/courses
• Institutional inertia

• Some institutes may not want to change quickly

• Need to hire new faculty members in new areas of expertise

• Students need to enroll in new programs

• Influence of accrediting agencies, e.g. ABET

• Pressure to meet accrediting requirements

• Why change a course if it was producing good outcomes?

• NSA Center for Academic Excellence (CAE) Designation

• Courses need to be mapped to knowledge-units specified by CAE

• A solution should jointly satisfy multiple accrediting requirements

• Government and university mandates

• State of NJ wants students to graduate with 120 credits

• Reduces opportunity for courses with professional appeal

• General Education policy may require 30 credits in humanities/liberal arts courses

• Appeal of the new curricula/courses

• Are we chasing a fad, or are these technologies here to stay?

• What skills are employers looking for?

• Are students really interested in these course? 



ABET has just started an accreditation for 

cybersecurity programs. Another recent program is for 

software engineering.

Univ of Western Florida is the first univ in the state of 

Florida to get the ABET cybersecurity accreditation.

https://www.abet.org/the-value-of-an-accredited-cybersecurity-program/



Conclusion

• Addressing specific workplace skill shortages is challenging

• Requires collaboration between government/universities/industry

• Needs sophisticated understanding of both global and local labor markets

• One approach that appears to be working is

• Government provides substantial funding to universities (e.g. NSA CAE 

program)

• Generous scholarships

• Faculty development/training grants

• Are other approaches possible?

• Remains an open question

• In process: exploration of 2-year degrees, direct training by industry, 

bootcamps, credentialing services
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