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Read our full article here:
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Cybersecurity becomes one of the biggest challenges in the
digital age, because information becomes an expensive asset
dealing with huge data volumes, improving communication with #cyberphish
digital environment. Digital devices and information systems
increasingly become attractive for cyber-attacks.

Eurostat states, that in 2019, approximately 1 in 3 EU citizens
aged 16 to 74 reported security-related incidents and the RECHME
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Mon 23/03/2020 12:37 PM

Hotels.com <Hotelscom@roktpowered.com> Nov 14, 2018, 11:38 AM (1 day ago D ‘World Health Organisation’ <Sarah@who.com>
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Dear Customer,
Your bank's current account
has been compromised,

4 Hotels.com’

please click the following link
o secure your account now

New York Hotels Las Vegas Hotels Chicago Hotels

% COUPON CODE Good Morning,

Due to the latest outbreak, our various researd
5 % < Google
keep us from being effected with the virus. e S

Many affected patients are already responding
Kindly Find attached the various documents an

Someone has your password
Don’t have a pdf viewer? not to worry, pdf viev "

Someone just used your password to try to sign in to your Google Account.

5 Best Regards,
When you spend $350 or more » Information:
Dr. Sarah Hopkins Thursday, November 19, 2020 at 3:06:46 PM GMT+02:00
Media Relations / Consultant ?';‘;:‘:SZT/?
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Google stopped this sign-in attempt. You should change your password immediately
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Best,
The Mail Team

:
You must click through this email or book through our app to redeem this ¢ \/\l‘“ S
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[ KEY FINDINGS] |
®

CYBERSECURITY HAVE YOU BEEN
TRAININGS PHISHED?

Every 5th respondent has been
phished in the past.

The main reasons:

distraction,
B Respondents (100%) belng in a hun’y
B Never participated in the trainings (73.93%) curios 1ty

B Self trained (54.09%)
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GENERAL KNOWLEDGE AND BEHAVIOURS

Respondents from three countries
(Lithuanian, Maltese, and Estonian)
are skeptical about

the "theft of funds from
business/client accounts”
occurring after the phishing attack.

Respondents from all the surveyed
countries believe that the “loss of
intellectual property” is unlikely to
occur after a successful phishing
attack.

https://cyberphish.eu/wp-content/uploads/2021/07/101-A1_EN_CYBERPHISH-REPORT _survey-results.pdf
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WHY PEOPLE TEND TO BE PHISHED?

)20 NOT PHISHING [ 3

Case study Nol: Respondents are more likely to
click on the link or attachment

in the email or message if it is sent by

a boss or colleague, the company which services
they use or bank or governmental institution.

SOURCE: < CyberPhish Project htipsy/cyberphisheu >

https://cyberphish.eu/wp-content/uploads/2021/07/101-A1_EN_CYBERPHISH-REPORT _survey-results.pdf
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THE CURRICULUM (E-LEARNING MODULE)
STRUCTURE

1. Introduction to Cybersecurity
2. Overview of Cybersecurity within the EU
3. Cyber-attacks - Social Engineering and Phishing

4. Understanding and Handling Cyberattacks

https://cyberphish.eu/wp-content/uploads/2021/07/I02-A1_EN_Cyberphish-Short-Curriculum-Final.pdf
ot Co-funded by the
CVberPh| M Erasmus+ Programme
of the European Union
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Intellectual Outputs of CyberPhish

Study analysis and

recommendations: | | - :
Avoiding phishing Course < Online Iea_irrlnng
attacks and improving Curriculum materia

critical thinking

Self-evaluation |- Methodological
knowledge guidelines

evaluation for trainers and
system for implementation

Simulations for

education
(gamification)
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Invitation

&
“m
We kindly invite you to participate in the
= online course about phishing!
|

Registration to online training: <link>

Duration of pilot training 4-6 week

. material and a scenarios in which you will have to recognise
whether or not it is a phishing case and what actions you would
take in such a situation.

D) 1atate
&ﬁ- You will learn about phishing attacks through an online training

The scenarios tool will help you better understand fraud and
gain knowledge interactively.

certificates.
Participants completed course with highest scores will be
awarded prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

Q All course participants completed the course will be awarded
0 More information about the CyberPhish project:
https://cyberphish.eu/

Trainings are organized in the framework of the (15" CyberPhisi
CyberPhish (Safeguarding ogainst Phishing in the age of 4th Scfayavang your. aghd. fukes
Industrial Revolution) project which is funded under the

Funded by the
Erasmus+ programme. Erasmus+ Programme
of the European Union




Questionary before trainings:

https:/[forms.gle/xBs6HCDE4gRz3xWJA

¥,
— =

.\‘\--_.--'" Sofequordng vour digital fufure

CyberPhish pilot training

Welcome to the Cyberphish pilet training. This questionnaire is the first step of the pilot
training. The results of the questionnaire will not affect your training, it is a tool to measure
your progress after the training.

The guestionnaire will take between 20-25 minutes. Befare completing the questionnaire,
please provide your email address, which we also ask you to use when registering for the
course training environment (please use a valid email address).

The trainer will shortly send you a link to the CyberPhish training environment, which
contains material on phishing attacks and how to avoid them. You will test your knowledge
by solving scenarios in which you will have to recognise whether it is a fraud and what you
would do in such a situation.

The scenarios will help you to better understand fraud and gain knowledge in an interactive
way.

The estimated duration of the training is 4 weeks.
Certificates will be awarded to all participants upon completion of the course.

If you have any questions, you can contact kestutis.drisunys@knf.vu.lt

Thank you for your cooperation and your time.

. Funded by the
CVbEFPhI Erasmus+ Programme
of the European Union
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We kindly invite you to participate in the
online course about phishing!

Registration to online training: <link>

Duration of pilot training 4-6 week

You will learn about phishing attacks through an online training
material and a scenarios in which you will have to recognise
whether or not it is a phishing case and what actions you would
take in such a situation.

The scenarios tool will help you better understand fraud and
gain knowledge interactively.

'

All course participants completed the course will be awarded
certificates.

Participants completed course with highest scores will be
awarded prizes.

Course participants will develop competences that will help
them to highlight threats and take appropriate preventive
measures.

More information about the CyberPhish project:
https://cyberphish.eu/

Trainings are organized in the framework of the \ ) CyberPhic
CyberPhish (Safeguarding ogainst Phishing in the age of 4th =7 sctupercng o 0010, ks
Industrial Revolution) project which is funded under the
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https://forms.gle/xBs6HCDE4qRz3xWJA

E-LEARNING MODULE

Learning Material Ranks Sign In Sign Up Language ~

Safeguarding your digital future

About CyberPhish

Cybersecurity becomes one of the biggest challenges in the digital age, because information becomes an expensive asset
dealing with huge data volumes, improving communication with digital environment. Digital devices and information
systems increasingly become attractive for cyber-attacks.

Website:
hittps:/ /cyberphish.vuknf.lt/

ot Co-funded by the
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x of the European Union



Create an Acocount

O 8 https:ffayberphishvuknfilt/register

Sukurkite paskyra!

Use your (student) email
Slaptazodis

Pakartockite slaptazod]

Salis

o

eCAFTCHA
Prirvtumas - S3kygas

AS nerobotas

[ A€ sutinku su naudojimo salygomis

https://cyberphish.vuknf.lt/register
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Signe up
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Welcome Back!

Use your (student) email

Forgot Password?

Create an Account!

https://cyberphish.vuknf.lt/login
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Students have to read and understand all learning material

Coure Progrmes U] Background - Challenges of the 4th Industrial Revolution ' Markes Compteled' |

INTROOUCTION TO
CYBERSECURITY

» Dackground - Challenges of the
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» Hmwory of Cybersacunty

» Denions of Cybersecurty Introduction to Cybersecurity
CYBERSECURITY WITHIN THE EU Background —

» Fostenng Cybersedar ty withn the
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Sk arting eers Phaseg £ 60 age of ¢ RN Ievaunon

- AR, & DN T N bt Al o T % R et | s )
CYBER-ATTACKS: SOCAL o e frefloets e s sriy of e prory e
ENGINEERING AND FHISHING SoWOr Se ot reapmadhis v ary e st sy N mads of e PATYIEN (orunAe S

2 Ohvetview O the teetancms of

Cybersatuily landsdanwe

oerfh
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Self- Evaluation Tests Kauno
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Students have to solve four Self-evaluation tests.
Students have to answer at least 4 questions correct in each test.

INTRODUCTION TO
CYBERSECURITY

D Gerapreminil — Lhrabbe e ok A
A dndirtrrat- Hevaiuton

@ History of Cybmrsonmity
@ et b Cyvees sty

CYBERSECURITY WITHIN THE EU

¥ Fostenng Cybersmaurity withn the
Curscpman Union

» Legal Aspacts of Cybersecunty

N Defi nmons of Cyber Secumy

Cybersecurity landscaps

~LXBEEATTACKS. SOCIAL




Students have to solve at least 20 Simulations

Simulations
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Course Progresa 10%

l Simulations

INTRODUCTION TO
CYBERSECURITY

© Backgrouml - Ohatlonges of the
B T R L S

© Hecrory of Cyberseority
© Ouhntsons ot Cbmrsecsnty

CYBERSECURITY WITHIN THE EU

» Fostenng Cytwrsecurty within the
Eurcpsan Union

¥ L2gal Aspocts of Cybessocamy

Self Evaluation Test

Background - Challanges of the 4th Industnal Revolution

| v Complated!

2® Duessies o the tandanciss ol

Course Progress 10,

Simulations

TRODUCTION TO
CYBERSECURITY
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Cimulations

Consistency

Reaprocation

Likdnegy iConsensus
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Knowledge evaluation test Kauno

Students have to solve Final test with score at least 75%

Course Progress 10% Self Evaluation Test
l I

Background - Challanges of the 4th Industnal Revolution | v Complated!
INTRODUCTION TO
‘ CYBERSECURITY
‘ @ Bechgrouml - Ohatlongus of Lhe
 Ahindaevisiol Hevnlatne
| © Hestory of Cyverseourmy Courme Progress 10%% Cimulatians
L rr— =

CYBERSECURITY WITHIN THE EU . _
Simulations Liniiy Lilginagy
» Fostenng Cytwrsecurty within the
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‘ VA "o o CYEERSECURITY Consistency A uthority Scarcity
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. .
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