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ISO/IEC 27002:2013



Question: How to Ensure Secure 
Organisational Infrastructure and 
Manage Long Life Learning Staff?

Answer: Implement ISO/IEC 
27002:2013 Standard Complient 

Informational Security Management 
System (ISMS)!



ISO/IEC 27002:2013 Information technology 

— Security techniques — Code of practice for 

information security controls 



ISMS Implementation and Certification Process 



 Plan (establish the ISMS) 

◦ Establish ISMS policy, objectives, processes and 
procedures relevant to managing risk and 
improving information security to deliver 
results in accordance with an organization’s 
overall policies and objectives.

 Do (implement and operate the ISMS) Implement 
and operate the ISMS policy, controls, processes 
and procedures.

 Check (monitor and review the ISMS) 

◦ Assess and, where applicable, measure process performance against ISMS policy, 
objectives and practical experience and report the results to management for 
review.

 Act (maintain and improve the ISMS) 

◦ Take corrective and preventive actions, based on the results of the internal ISMS 
audit and management review or other relevant information, to achieve 
continual improvement of the ISMS.



Payment Card Industry Data Security 

Standard 

(PCI DSS)



PCI DSS Introduction
 + Started in 2001 as separate programs

◼ ▪ Cardholder Information Security Program (Visa USA)
▪ Account Information Security (Visa INTL)
▪ Site Data Protection (SDP) Program (MasterCard)

 Standards consolidated December 15, 2004 under the 
naming of the Payment Card Industry (PCI) Data 
Security Standard(DSS)

 The PCI DSS is a multifaceted security standard that 
includes requirements for security management, policies, 
procedures, network architecture, software design and 
other critical protective measures. This comprehensive 
standard is intended to help organizations proactively 
protect customer account data. 



PCI DSS Main Requirements Groups

Build and Maintain a Secure Network
Requirement 1: Install and maintain a firewall configuration to protect cardholder data
Requirement 2: Do not use vendor-supplied defaults for system passwords and other 
security parameters 

 Protect Cardholder Data
Requirement 3: Protect stored cardholder data
Requirement 4: Encrypt transmission of cardholder data across open, public networks 

Maintain a Vulnerability Management Program
Requirement 5: Use and regularly update anti-virus software
Requirement 6: Develop and maintain secure systems and applications

 

 Implement Strong Access Control Measures
Requirement 7: Restrict access to cardholder data by business need-to-know
Requirement 8: Assign a unique ID to each person with computer access
Requirement 9: Restrict physical access to cardholder data 

 Regularly Monitor and Test Networks
Requirement 10: Track and monitor all access to network resources and cardholder data
Requirement 11: Regularly test security systems and processes 

 Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security 



PCI DSS requirements for service 

providers



PCI DSS Requirements for 

Merchant’ams



The Most Common Non-Conformances 
During the PCI DSS audit



Periodical Procedures According PCI DSS 

(1)



Periodical Procedures According PCI DSS (2)



Periodical Procedures According PCI DSS(3)
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